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Security Compliance Management

The TraceSecurity Information Security Policy Development service is aimed at assisting
organizations in creating thorough policies based on Best Practices guidelines while
also adhering to the necessary compliance regulations.

Information Security Policies are a critical component of the overall Information Security Program. Many orga-
nizations have specific policy requirements set forth by various regulatory bodies or best practice standards and
frameworks. In order to assist organizations strengthen their foundation, TraceSecurity can create the necessary
policies you need to properly govern and control information security.

We create the following Information Security Policies that we have defined as critical for all security
programs in financial institutions:

e Change management e Acceptable use

e Security awareness e Data classification

e Remote access e Risk analysis and assessment

e Backup and restore e Patch management

e Personnel security e Vendor oversight

e Asset management e Data handling, marking, and retention

e Compliance and enforcement (if applicable) GLBA adherence

The Information Security Policy Development service includes:
e (reation of new Information Security Policies

e Review of new Information Security Policies
with customer

In addition to creating policies, the Information Security Policy Development service includes the use of TracePolicy,
a specialized module of TraceSecurity Compliance Manager (TSCM), to develop, administer and disseminate the
customer’s organizational policies.
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