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Security Compliance Management

TraceSecurity Compliance Manager

Comprehensive solution determines
if you are meeting mandated security
compliance standards such as GLBA,
FFIEC, Sarbanes-Oxley and HIPAA

The Security Compliance Challenge. security is a growing concern for organizations
of all sizes. We live in an age where information is an important asset and protecting it is
essential, and now even mandated. With security audit requirements increasing through
industry and governmental regulations as well as internal security policies, ensuring security
compliance has never been a higher priority. However, most organizations are facing a

significant challenge when it comes to complying with
regulations; they are finding it a frustrating, costly
and time-consuming issue.

Compliance Manager eliminates the
complexity associated with meeting
and maintaining both internal
security policies and government-
mandated security compliance
regulations such as GLBA, FFIEC,
Sarbanes-Oxley and HIPAA as well
as other evolving and rapidly
changing state laws. Our
comprehensive, fully-automated,
on-demand solution combines asset
database information, policy monitoring,
vulnerability information, and compliance
surveys to determine if your organization is
meeting regulatory and compliance standards.
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Delivered as a service over the Web, TraceSecurity Compliance Manager eliminates the burden
of deploying, maintaining, and updating security compliance management software. Our
customers securely access Compliance Manager through an easy-to-use Web interface.

Simplified Security Compliance
Simplify your security needs with plain
language for policy, remediation, regulations,
and standards compliance

Comprehensive Solution

Integrates and automates regulatory
compliance audits, board-level reporting,
policy management, vulnerability
assessment, and employee education
and testing

Customizable Executive Dashboard
Tracks key security compliance indicators
including regulatory statistics, policy
acceptance and vulnerability status

Consistent Reporting

Includes dozens of templated security
compliance reports and enables the creation
of customized reports

Ongoing Monitoring

Continuous security process that gives you
the power to monitor your company’s
policies and procedures

Awareness Training

Provides personalized online training courses
available anytime, enabling your employees
and customers to learn at their convenience

On-Demand, Web-based Service

SaaS technology allows for turnkey
implementation and operation



KEY FEATURES

Quick and Easy Implementation

 Hosted, web-based design requires no client software

* Intuitive user interface

* Immediate access anytime, anywhere via a Web browser

Regulatory Intelligence

 Our comprehensive regulatory knowledgebase is constantly updated
to reflect changes in legal statutes and regulations

* TraceSecurity experts are available via our “Ask the Expert” service
to help with your compliance-related questions

* Regulations include: GLBA, FFIEC, FDIC, FRB, OCC, OTS, NCUA, State,
NAIC Model Legislation, HIPAA, SOX 404/409, CoBIT, Best Practice

Automated Policy Compliance

« Audit, enforce and document compliance with internal security
policies and external regulations

* Easily post and distribute policies online
» Complete reporting (policy audit trail)
* As policies are posted users may be automatically notified

* By offering pre-defined and customized security templates, customers
can rapidly communicate standard security practices, regulatory
requirements and audit requirements to a broad employee audience

* Policy enforcement: Monitor which employees have read, accepted
or declined a new or changed policy. Daily reminders can also be
sent to the appropriate employee and management groups

About TraceSecurity

TraceSecurity is a leading provider of security compliance and risk
management solutions. The company helps organizations of all sizes
to achieve, maintain and demonstrate security compliance while
significantly improving their security posture. Key to TraceSecurity’s
success is the company’s comprehensive patent-pending methodology
that helps clients address all of the critical components of a successful
security compliance program: people, process and technology.

TraceSecurity delivers its solutions through an integrated software-
as-a-service platform backed by expert professional services and
comprehensive security awareness programs. The company’s flagship
offering, TraceSecurity Compliance Manager, is the first comprehensive
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Security Compliance Management

Customizable Executive Dashboard

* Track key security compliance indicators including regulatory
statistics, policy acceptance, and vulnerability status

Reporting

« Easy access to reports via a Web browser

* Dozens of templated reports including C-level reports

 Ad-hoc report generation capabilities

* Export reports to multiple formats including Microsoft® PowerPoint

Comprehensive Training Options

« Ensure your organization is up to date on all security policies and
procedures

* Pre-defined and custom comprehensive online training options

* Management capabilities to track participation, completion
and testing

Vulnerability Assessment and Remediation

* Vulnerability Assessment based on the most comprehensive
methodology available, the Open Source Security Testing
Methodology Manual (OSSTMM)

» Configurable scans for customized audits

« Configurable vulnerability alerting

» Comprehensive internal and external vulnerability assessment
» On-demand and scheduled capabilities

» Distributed architecture allows for multiple scanners to report back
to a central repository

« Self-remediation through automated policy and vulnerability updates

Scalable Architecture
* Built on flexible, scalable Java™
* Supports the concept of sites and enterprises

Comprehensive Security Compliance Management
TraceSecurity Compliance Manager integrates the following modules:

* TraceAssess™
* TraceAlert™

« TraceMonitor™
* TracePolicy™

* TraceTrain™

 TraceComply™
* TraceAssure™
* Management Dashboard™

solution to automate regulatory compliance audits, board-level reporting,
policy management, vulnerability assessment, and employee education
and testing. The company’s expert professional services include onsite
risk assessments, security audits, and social engineering. The security
awareness programs include an exhaustive set of standard offerings
as well as custom-designed courses. With over 500 clients, TraceSecurity
supports the risk management and security compliance efforts of
organizations in financial services, healthcare, insurance, government
and other regulated sectors.

www.tracesecurity.com  (877) 275-3009



