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) PROBLEM

The vast amount of information, systems, regulations, and threats you face can make
it seem impossible to feel confident in your security posture. Customer Information.
Intellectual Property. Financial Assets. Just a few examples of the confidential data
you are responsible for. Is everything secure? How do you know?

Any weakness in a system - from a patch installed incorrectly on a firewall to a
desktop running IIS behind the firewall - makes you vulnerable. Firewalls and
Intrusion Detection Systems are a first line of defense but require constant attention
and monitoring. Vulnerability Assessments provide critical information about your
risks but do not help you understand the probability and implications of exploitations.
In order to completely and efficiently assess your risks, you need to proactively test
your environment to find weaknesses before someone else does.

HOW WE HELP

TraceSecurity’s Penetration Testing moves you from a reactive to a proactive, more
strategic, security posture. A TraceSecurity Penetration Test simulates real-world
attacks - searching for and exploiting vulnerabilities - but without the risk of exposure.
Safely discovering the extent of the potential damage and the effectiveness of your
system’s response arms you with a confidence that can only come from that feeling
of complete preparation.

Search for and safely exploit
vulnerabilities easily and
frequently

Complements vulnerability testing
by uncovering hidden
vulnerabilities

Test secondary and mitigating
security controls

Evaluate password strength, aging
and policy controls

HIGHLIGHTS

Determine actual threat to business
processes

Save time spent on remediating
false positives

Identify the risk of vulnerabilities
in aggregate

Test effectiveness of patches

Expose trust relationships to outline
potential attack paths

Validate existing security solutions

Proactively protect valuable assets
from known and unknown threats

Test patches to ensure correct
deployment

Maximize value of existing IT
resources

Instantly validate security posture
for peace of mind and compliance




TraceSecurity Penetration Tests follow the Open Source Standard

Security Testing Methodology Manual (OSSTMM)

NATURE OF ACTIVITIES

* Network Scanning

 Port Scanning

» System Fingerprinting

 Service Probing

* Exploit Research

* Manual Vulnerability Testing and Verification

* Limited Application Testing

 Firewall and ACL Testing

* Intrusion Detection System Testing

* Electronic Dumpster Diving (Document Grinding)

While beneficial by itself, the methodology turns into a weapon
when put into the hands of a seasoned team. Together, these
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industry standards and the experience of our team ensure that you

will not leave any stone unturned.

PROJECT EVALUATION AND REPORTING

 Executive Summary

 Business and Technical Risks and Recommendations
 Penetration Test Methodology

A list of vulnerabilities broken down into areas of concern
« Details and exposure of vulnerabilities

 Penetrations by areas of concern

 ‘Capture the flag’ results and successfully penetrated systems

» Recommendations and counter measures

About TraceSecurity

TraceSecurity is a leading provider of security compliance and risk
management solutions. The company helps organizations of all sizes
to achieve, maintain and demonstrate security compliance while
significantly improving their security posture. Key to TraceSecurity’s
success is the company’s comprehensive patent-pending methodology
that helps clients address all of the critical components of a successful
security compliance program: people, process and technology.

TraceSecurity delivers its solutions through an integrated software-
as-a-service platform backed by expert professional services and
comprehensive security awareness programs. The company’s flagship
offering, TraceSecurity Compliance Manager, is the first comprehensive

TraceSecurity makes every effort to avoid business
interruption through extensive penetration testing
process controls to limit:

Buffer Overflow Exploitation
Denial of Service

ARP Injection Attack

Customer/Member Account Penetration

Opening listening ports/services

Installing any software, backdoor, or application
on the ATM or Core Processing System.

solution to automate regulatory compliance audits, board-level reporting,
policy management, vulnerability assessment, and employee education
and testing. The company’s expert professional services include onsite
risk assessments, security audits, and social engineering. The security
awareness programs include an exhaustive set of standard offerings
as well as custom-designed courses. With over 500 clients, TraceSecurity
supports the risk management and security compliance efforts of
organizations in financial services, healthcare, insurance, government
and other regulated sectors.

www.tracesecurity.com  (877) 275-3009



