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' The Need for Regular Risk Assessments

The increased frequency of security incidents has resulted in new legislation at both the federal
and state levels. Fundamental to meeting these regulations, including the Gramm-Leach-Bliley
Act (GLBA), the Health Insurance Portability and Accountability Act (HIPAA), and California SB
1386, are regularly scheduled risk assessments. These regulations hold organizations accountable
for the protection of private information and require regular risk assessments.

TraceSecurity Risk Assessment service provides organizations with an independent audit of their
risk posture, introduces strategies to help manage risk, and describes the processes and systems
that mitigate the risk conditions these regulations attempt to address.

TraceSecurity’s Risk Assessments identify appropriate controls for reducing or eliminating risk.
A careful examination of the potential impact of threats, the efficacy of current controls, and
the steps to take to prevent loss and damage, help you determine and preempt devastating
losses.

Based on government standards (NIST) used by Fortune 500 companies, financial institutions,
and government agencies, our risk assessment helps you outline:

+ System Characterization + Impact Analysis

« Threat Identification + Risk Determination

+ Vulnerability Identification + Control Recommendations
« Control Analysis + Results Documentation

« Likelihood Determination

Our risk assessments take a close look at your safeguards, vulnerabilities, threat vectors, asset
information, and loss expectancies. We individually analyze and then collectively assess those
focus areas to determine your overall risk, helping you preempt devastating losses.

Is Your Business
Prepared For...

Natural Threats- Floods,
earthquakes, tornadoes,
landslides, avalanches, electrical
storms, and other such events.

Human Threats- Events that are
either enabled by or caused by
human beings, such as
unintentional acts (inadvertent
data entry) or deliberate actions

(network-based attacks, malicious
software upload, unauthorized
access to confidential information).

Environmental Threats-
Long-term powver failure, pollution,
chemicals, liquid leakage, and
other natural, human or
environmental sources.




TraceSecurity Risk Assessment

A TraceSecurity Risk Assessment helps you identify the information,
computing hardware and software, and essential personnel that
require protection against unavailability, unauthorized access,
maodification, disclosure or other security breaches. Some examples
of key areas covered are:

+ Physical Security

« Account and Password Management
- Virus Protection

 Data Backup and Recovery

+ Operating Systems

 Application Software

« Confidentiality of Sensitive Data

- Security Awareness and Education

« Compliance Knowledge and Training
+ Review, Response, and Audit

“Since risks and threats change
over time, it is important that
organizations periodically
reassess risks and reconsider

the appropriateness and
effectiveness of the policies and
controls they have selected.”

About TraceSecurity

TraceSecurity is a leading provider of security compliance and risk
management solutions. The company helps organizations of all sizes
to achieve, maintain and demonstrate security compliance while
significantly improving their security posture. Key to TraceSecurity’s
success is the company’s comprehensive patent-pending methodology
that helps clients address all of the critical components of a successful
security compliance program: people, process and technology.

TraceSecurity delivers its solutions through an integrated software-
as-a-service platform backed by expert professional services and
comprehensive security awareness programs. The company’s flagship
offering, TraceSecurity Compliance Manager, is the first comprehensive
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What you don’t see CAN
hurt you: Averting Disaster

A Plan of Action

In the first step, we will discuss the risk assessment process with
you and answer any of your questions. We will also introduce
stakeholders and make a preliminary schedule for the risk
assessment project. The next steps are several phases of data
gathering and study. Finally, you’ll receive a risk assessment
report, with a detailed analysis of all your loss types, threats,
vulnerabilities, and safeguards, as well as a detailed and
quantitative analysis of recommended new safety measures.

After recent hurricanes in the Gulf Coast area, our country has seen
how quickly unexpected catastrophes occur as well as how deep
and wide their paths of destruction reach. TraceSecurity is
headquartered in Baton Rouge, Louisiana, so we witnessed firsthand
the devastating consequences of unforeseen circumstances.

While power and phone lines, traffic lights, credit card machines,
satellites, and cell phones in the area did not function for weeks,
TraceSecurity suffered absolutely no downtime during Hurricanes
Katrina and Rita. We continued providing security solutions to
our clients and were also able to help those in need throughout
our community.

solution to automate regulatory compliance audits, board-level reporting,
policy management, vulnerability assessment, and employee education
and testing. The company’s expert professional services include onsite
risk assessments, security audits, and social engineering. The security
awareness programs include an exhaustive set of standard offerings
as well as custom-designed courses. With over 500 clients, TraceSecurity
supports the risk management and security compliance efforts of
organizations in financial services, healthcare, insurance, government
and other regulated sectors.
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