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’ You’re swamped at work, and you've just had lunch at your desk. Someone tells you
there’s a fire marshal at the door. When you greet the fire marshal, he shows proper identification
and explains that he’s there for a routine inspection. You begin escorting him through the building,
but something urgent requires your attention, and you rush over to handle the situation. Before

you know it, your network has been tapped and limitless assets have been accessed.

Social Engineering is the attempt to gain information or tangible objects through the manipulation
and deception of people or circumstance. Organizations across the United States have hired
TraceSecurity to test and validate their security policies and procedures. During these tests, our
engineers have used numerous schemes to gain unauthorized access and obtain critical classified
information, equipment, and software. Comprehensive reporting and follow-up staff training are

available to help you resolve areas of weakness.

Your security is only as strong as the employees who carry out your plans and procedures. The
strongest of networks can be shattered by discovering a weakness and circumventing one policy

with just one employee. Make sure your security extends to all parts of your organization.

CNN NewsNight
NBC Nightly News
NBC Today Show
Fortune Magazine
PC Magazine

and more!

The average cost of an attack
originating from outside an
organization is $57,000,
while the average cost of
damage incurred from an
internal attack is an
astounding $2.7 million.

From CSI/FBI Computer
Crime and Security Survey




How It Works

TraceSecurity offers an extensive social engineering program that can
be conducted locally and remotely:

Local

Local testing includes attempting to gain physical access to the premises,
obtaining records, files, equipment, information, network access, and
more. All tests are conducted in a very strict and professional manner.

Remote

Off-site testing includes a wide range of attacks designed to compromise
your policy and access confidential information, and provides important
information on how your staff will respond to potential security threats.

Security Awareness

Many institutions want to perform an assessment of their employees’
compliance with the current information-security policies and procedures.
The need for social engineering has never been more in demand than now.

Find the Gap

TraceSecurity’s Social Engineering can root out and document potential
areas of weakness. We will identify areas that need improvement,
document compliance shortfalls pertinent to regulatory agencies, and
assist you in developing security awareness training to fix the issue.

Comprehensive Reports

Reports are only as good as the products and people that produce them.
TraceSecurity engineers have extensive experience and have published
vulnerability assessments and numerous industry articles in security
publications. Comprehensive reporting and follow-up staff training are
available to help resolve areas of weakness and help

employees better understand corporate policy and the

risks that may exist.
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TraceSecurity is a leading provider of security compliance and risk
management solutions. The company helps organizations of all sizes
to achieve, maintain and demonstrate security compliance while
significantly improving their security posture. Key to TraceSecurity’s
success is the company’s comprehensive patent-pending methodology
that helps clients address all of the critical components of a successful
security compliance program: people, process and technology.

TraceSecurity delivers its solutions through an integrated software-
as-a-service platform backed by expert professional services and
comprehensive security awareness programs. The company’s flagship
offering, TraceSecurity Compliance Manager, is the first comprehensive

solution to automate regulatory compliance audits, board-level reporting,
policy management, vulnerability assessment, and employee education
and testing. The company’s expert professional services include onsite
risk assessments, security audits, and social engineering. The security
awareness programs include an exhaustive set of standard offerings
as well as custom-designed courses. With over 500 clients, TraceSecurity
supports the risk management and security compliance efforts of
organizations in financial services, healthcare, insurance, government
and other regulated sectors.
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