
BUT IS IT SAFE AND SECURE?
With TraceSecurity’s TraceTunnel, the answer is unequivocally YES! TraceTunnel enhances the
security of your existing solutions by setting up transparent SSL sessions, creating individual
one-to-one communication channels between desktops and servers. All information is encrypted
and safe while in transit.

KEY BENEFITS
Addresses GLBA and NCUA
Regulation Compliance
Appendix A to Part 748
Section 3C 1C page 317
Encryption of electronic
member information, including
while in transit, to which
unauthorized individuals may
have access.

Encrypt Outgoing
Email Traffic
No longer does your email
traffic need to be exposed when
you leave the security of your
network.

Password Protectable
The connections can be
password-dependent to allow
the added level of protection
of controlling access at an
administrator level.

Transparent to End User
TraceTunnel will work in the
background silently encrypting
critical and private information.

Complete Compatibility
Works with all network
environments including Citrix
servers and VPN solutions.

Multi-Platform Support
TraceTunnel was developed
with non-homogeneous
environments in mind so it
supports: Windows, AIX,
multiple versions of Unix
and Linux and Mac OSX.

Are your current applications exposing your organization? Chances are your
business is running on core systems and other business-enabling solutions that have been
implemented and utilized for many years. These applications are stable and perform their
specific function on a reliable basis without fail… but are they secure? When traffic travels across
your network from workstation to server, the inherent flaw is that if that traffic can be intercepted,
you’ve lost the security game. With TraceTunnel’s transparent encryption, you can make sure
anything that gets intercepted is useless without the connection-specific decryption code.
Firewalls help you prevent unauthorized communication between sections of your network, but
what happens when computers are off of your LAN? TraceTunnel can make sure that traffic is
protected as well. TCP traffic such as email, TELNET and standard Web traffic can all be secured.
It is also completely customizable so that you can encrypt all traffic or make it specific to certain
port traffic.
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TraceTunnel is a data encryption tool designed specifically
to protect data in transit across a network to ensure secure
communication.
TraceTunnel sets up transparent encrypted sessions, creating
individual one-to-one communication channels between
desktop computers and servers. 

KEY FEATURES
Simple to Implement and Manage
• Setup takes minutes
• No complex key management
• No required devices or fobs
• Transparent operation – no user training required

Secures Communications
• Encrypts TCP/IP service communication
• Only the intended recipient can decipher

the information                                
• Creates individual one-to-one communication channels

between desktop computers and servers

Enables Compliance
• Satisfies regulations such as the GLBA and NCUA that require

companies to protect their consumers/members from
identity theft

• Supports industry security compliance standards for data
encryption

Completely Secure and Customizable
• Encrypt all traffic or traffic specific to a certain port
• Password protected

Multi-Platform Support
• Developed with heterogeneous networks in mind
• Supports Windows, AIX, multiple versions of Unix and Linux

and Mac OSX

TraceSecurity is a leading provider of security compliance and risk
management solutions. The company helps organizations of all sizes
to achieve, maintain and demonstrate security compliance while
significantly improving their security posture. Key to TraceSecurity’s
success is the company’s comprehensive patent-pending methodology
that helps clients address all of the critical components of a successful
security compliance program: people, process and technology.
TraceSecurity delivers its solutions through an integrated software-
as-a-service platform backed by expert professional services and
comprehensive security awareness programs. The company’s flagship
offering, TraceSecurity Compliance Manager, is the first comprehensive

solution to automate regulatory compliance audits, board-level reporting,
policy management, vulnerability assessment, and employee education
and testing. The company’s expert professional services include onsite
risk assessments, security audits, and social engineering. The security
awareness programs include an exhaustive set of standard offerings
as well as custom-designed courses. With over 500 clients, TraceSecurity
supports the risk management and security compliance efforts of
organizations in financial services, healthcare, insurance, government
and other regulated sectors.

www.tracesecurity.com     (877) 275-3009

About TraceSecurity


