
Get Compliant. 

Get TraceSecurity. 
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Likelihood Level Likelihood Definition 

High The threat-source is highly motivated and sufficiently capable.  

Moderate The threat-source is motivated and capable, probability is of moderate level 

Low The threat-source lacks motivation or capability, probability is occurrence is low 
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Magnitude of Impact Impact Definition 

High 
Exercise of the threat (1) may result in the highly costly loss of 
major tangible assets or resources; (2) may significantly violate, harm, or impede an organization’s 
mission, reputation, or interest; or (3) may result in human death or serious injury. 

Moderate 
Exercise of the threat (1) may result in the costly loss of tangible 

assets or resources; (2) may violate, harm, or impede an organization’s mission, reputation, or 
interest; or (3) may result in human injury. 

Low 
Exercise of the threat (1) may result in the loss of some tangible 

assets or resources or (2) may noticeably affect an organization’s mission, reputation, or interest. 
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Risk Level Risk Description and Necessary Management Action 

High 
If an observation or finding is evaluated as high risk, there is a strong need for 
corrective measures. An existing system may continue to operate, but a corrective 
action plan must be put in place as soon as possible. 

Moderate 
If an observation is rated as moderate risk, corrective actions are needed and a 
plan must be developed to incorporate these actions within a reasonable period of 
time. 

Low 
If an observation is described as low risk, the system’s authorizing official must 
determine whether corrective actions are still required or decide to accept the risk. 
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