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CUs face fraud threats at every front, from phishers to vishers.

“FRAUD 1S LIKE A WATER
balloon,” says Mark
Gibson. “You squeeze one
end and it bulges out on
the other. You suppress it
in one area and it flares
up in another.”

Gibson is senior director
of product management in
Experian’s Fraud and
Identity Solutions Product
Group, Costa Mesa, Calif.
It sells Precise 1D, Knowl-
edge Based Authentication,
and Hunter, products
designed to detect fraud at
the account-screening and
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account-opening levels.
Fraud is increasing the
most on the Web, says Jim
Stickley, chief technology
officer for Baton Rouge,
La.-based TraceSecurity, a
Credit Union National
Association (CUNA)
strategic alliance provider.
He says phishing and
pharming are responsible
for 50% of current fraud.
These two methods use
either fake Web sites or
“man-in-the-middle” proxy
servers that harvest infor-
mation before passing con-

sumers on to legitimate
Web sites.

Gibson says consumers
are becoming more aware
of phishing. Some credit
unions have members
choose recognizable images
when they open accounts,
he says. “That image is
attached to all e-mails
a credit union sends a
member—a simple way
to verify the e-mail is
legitimate.”

A new fraud wrinkle
Even though the Web is

Tool Aligns Business Risks With Security Plans

Perimeter Internetworking, Milford, Conn., introduced a self-assessment and security plan-
ning tool that helps information technology executives align security plans and spending
with their institutions’ business risks. The RiskProfile™ system also provides valuable data
that benchmark users’ results against other financial institutions.

The no-obligation service is free through Dec. 31 to help build the largest possible indus-
try database. Initial system templates and processes include preset, adjustable templates
for five types of institutions—from the smallest to billion-dollar, multibranch organizations.

Security and financial services industry experts, including federal and industry regulators,
codeveloped the planning tool. More than two years in development, the RiskProfile system
is built atop industry best practices gleaned from Perimeter’s decade of experience provid-
ing e-security to nearly 2,000 financial institutions.

By year's end, RiskProfile expects to aggregate and assess security processes at more
than 1,000 institutions, providing the first industrywide, statistically significant benchmark for
comparison of industry security practices. In 2007, the system will deliver peer-to-peer
benchmarking, detailed reporting, and progress tracking of individual institutional improve-

ments,

Nearly 500 institutions have conducted self-assessments, populating the system's data-
base in less than 60 days of beta testing. To build the industry's first comprehensive data-
base, Perimeter will waive the cost of initial self-assessments. Included in the free

assessment is a free RiskProfile report and benchmarking information as it becomes avail-
able. Next year, an enhanced system will deliver ongoing monitoring, performance compar-
isons, and peer-to-peer benchmarking and analysis for a fee.

Perimeter has scheduled weekly, free Webinars explaining how to use and customize the
tool, and interpret the results. Visit riskprofile.org.
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the focus of most credit
unions’ antifraud efforts
lately, there’s still plenty of
room for old-fashioned
dumpster diving. But lately
it's combined with a new
tactic, “vishing,” says
Stickley. Short for “voice
phishing,” vishing allows
fraudsters to use a phone
system to scam people.

Dumpster divers go
through credit union trash
cans looking for Post-it®
notes or other scraps of
paper bearing phone num-
bers or e-mail addresses.
They then call the num-
bers with a scripted mes-
sage they leave on
answering machines (if
people answer their
phones, the scammers
hang up immediately):
“Hi, I'm John Smith from
ABC Credit Union. We
discovered a discrepancy
in your account and
would like to talk to
you about it.”

The messages give fake
toll-free numbers and case
identification (ID) num-
bers that supposedly iden-
tify the members. When
members call, they're for-
warded automatically to
the fraudsters’ cell phones.
They answer, “Hello, this is
John Smith,” then ask for
the phony case ID num-
bers, as well as members’
share draft account and
Social Security numbers
“for verification””

The scammers then
reassure callers the matter



was cleared up in the time
between leaving the mes-
sages and members’ return
calls. The scammers hang
up, eager to relax after a
great day of vishing.

“The e-mail variant of
this is where they’ll send
out a large number of
e-mails,” Stickley explains,
“and say, ‘We've discovered
an anomaly in your
account. Please call the
following number.” The
member calls the number
and reaches an automated
system that asks for their
account number, personal
identification number
[PIN}, Social Security
number, and so on.”

Why do people fall for
vishing? “Very simple:
They think they're calling
an 800 number, so it must
be OK,” says Stickley.

The problem spreads
On yet another part of the
fraud water balloon,
Gibson says, are phony
card-swipe machines,
where consumers unknow-
ingly betray their mag
stripe, PINs, and other
information. They've
moved from big cities to
the countryside and small
towns “where credit
unions are less likely to
monitor, for example,
automated teller machines
[ATMs] visually or for
out-of-pattern activity.
“You might see the card
numbers of users at a par-
ticular ATM show up five

days

later as

a series of
fraudulent pur-
chases or withdrawals

in Singapore,” Gibson says.

Stickley says while fraud
attempts are rising, their
success rates aren’t. That's
because credit unions have
an array of technologies
and allies to help them
fight fraud.

TraceSecurity recently
released TraceAssure, a free
Web site toolbar CUNA
offers credit unions to stop
phishing attacks. Credit
unions register their
domain and Internet pro-
tocol address information
on TraceSecurity’s Web
site, which the company
then confirms is legitimate.
If members respond to
e-mails from their credit
union, they'll see authenti-
cation on the toolbar and
know the site is real.

Perimeter Internet-
working, a Milford,
Conn.-based CUNA
strategic alliance provider,
offers a “CounterPhish™
Phishing Incident
Response Service” that
monitors the Internet for
early signs of a phishing
attack. The service traces
the attack and contacts the
Internet service provider,
who will then shut down
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the offending site.

Perimeter then monitors
the client’s site continuous-
ly for 30 days. Once the
case closes, Perimeter com-
piles all relevant data,
including the forensic
information from the
phishing attack, and sends
it to the financial institu-
tion to forward to authori-
ties and/or keep for
insurance purposes.

The average time to shut
down a rogue site is three
hours, mitigating damage
to the financial institution’s
confidential information—
and reputation.

But fake sites may take
days to disable, Stickley
notes. “Sometimes finan-
cial institutions don’t take
these sites seriously
because there are so many
typos or syntax errors that
the financial institutions
figure the sites are obvious

fakes.”

Thinking up scams
Another form of fraud is
physical. “We actually sit
around trying to think up
scams,” says Stickley. “For
example, we have a team
that looks at all the possi-
ble ways to physically
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break into a credit union.
Some of our ploys have
included pretending to be
pest control workers,
Occupational Safety &
Health Administration per-
sonnel, or fire inspectors,

“One of our guys posed
at a state court as a
Russian diplomat who was
a terrorism expert,” he
continues. “Credit unions
should have policies in
place to prevent people
from wandering around
where they can plant
devices.”

Sometimes credit union
vulnerability is self-inflict-
ed, says Gibson. “Credit
unions should review their
transaction parameters—
for example, setting a cap
on credit card cash with-
drawals. That lack of poli-
cy just begs for trouble”

On the member side of
the equation, Stickley says
credit unions should con-
tinuously send out warn-
ings via statements and
e-mails that members
never should give their
information to phishers,
pharmers, and vishers.

“Some credit unions
invite members to a semi-
nar to teach about current
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